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1
Decision/action requested

This contribution provides a key issue on the privacy for 3GPP identifiers used to carry Broadcast Remote ID.
2
References

[1]
3GPP TR 33.891 v0.2.0 (S3-222323) 

3
Rationale

This contribution provides a key issue on the privacy for Broadcast Remote ID. Firstly it should be noted that the contents of the Broadcast Remote ID, in particular the identity carried, will not be defined in 3GPP as a Broadcast Remote ID will need to satisfy regulatory requirements (including the needed security). This means while 3GPP does not need to define security solutions (confidentiality, integrity and replay protection) for Broadcast Remote ID or even privacy solutions for the identity included in the Broadcast Remote ID, 3GPP should take care of the privacy of 3GPP identifiers used to transport the Broadcast Remote ID. 
4
Detailed proposal

It is proposed that the following pCR is included in the TR [1].
**** START OF CHANGES ****

5.X
Key issue #X: Privacy and security aspects of Broadcast Remote ID

5.X.1
Key Issue Details

The protection of the Broadcast Remote ID depends on national regulation and hence is better left out of scope of 3GPP, e.g. similar to V2X application. However for the UAV communication in the 3GPP system, Broadcast Remote ID can be broadcast by the UAV using 3GPP transport. If the 3GPP transport of Broadcast Remote ID is not privacy protected, it may lead to tracking of the UAVs. 
5.X.2
Security Threats

If the 3GGP identities used in transporting Broadcast Remote ID are not privacy protected, then it may be possible to track the UAV. 

5.X.3
Potential Security Requirements

The 3GPP system shall provide a means to mitigate privacy risks of 3GPP identities used to transport the Broadcast Remote ID.
**** END OF CHANGES ****

